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• The purpose of the SC State Guard G-2 Cyber Unit is to support the 
National Guard’s 125th,135TH,145TH Cyber Protection Battalions and the 
Defensive Cyber Operations Element (DCOE) State Active Duty (SAD) 
missions to the extent possible and permissible. 

• To work with State and Local Governments when needed for Cyber 
assistance.

• Provide Cyber forensics for State, Local and private sector agencies if 
requested through SLED

• Provide Cyber related training for National Guard and SC State Guard Units 
when requested.

• Leverage Public and Private sector Cyber professionals to support the 
above missions.

• Provide a Cyber Baseline Assessment for SC State Guard units.
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BACKGROUND/CONCEPT

In 2015 meetings began with SC National Guard G-6 
leadership and SC State Guard G-2 leadership to 
develop the concept of forming a SC State Guard Cyber 
unit. The SC State Guard already has a leadership 
hierarchy in place and has extensive experience with 
emergency response.
The idea was to bring public and private sector 
personnel with the skill sets for cyber together to form 
a SC State Guard Cyber Unit to work with and support 
the SC National Guard.
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Background/Concept con’t
Critical Infrastructure/people/systems are at greater risk of being 
targeted/compromised by Cyber incidents during events like Hurricane 
Florence. State Guard & SC National Guard Cyber Teams are working to 

counter potential threats.

7



SOUTH CAROLINA STATE GUARD
G-2 Cyber Unit

Cybersecurity/Intelligence/CPT
METL

• Mobilize and Deploy to provide cyber security risk analysis 
and mitigation to the public.

• Provide Weather Information. 
• Provide Unclassified Information on Cyber Events for 

Situational Awareness.
• Teach, Coach, Train SCSG Force Package on Cybersecurity 

Awareness/Counter measures. 
• Plan and coordinate with National, State, and Local 

Authorities to be ready for possible cyber events.
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Organization

Commander Cyber Security Detachment (COL)
Deputy Commander Cyber Security Detachment (LTC)
Senior Cyber Legal Liaison to National Guard (LTC
Senior Cyber Liaison to National Guard (LTC)
Training Officer (MAJ)
NCOIC (SGM)
Assistant NCOIC(MSG)
Admin Spec (SFC)
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Organization cont. – 5 Cyber Protection Teams

CPT Senior Team Lead
CPT Team Lead 
CPT Forensics Analyst-(trained using network and systems forensics tools)
CPT Host Analyst -(has experience with Windows, Linux and iOS operating 
systems)
CPT Intel Analyst -(has experience gathering information and pulling out 
pertinent items)
CPT Network Analyst -(has experience with network architecture and 
configurations)
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Basic Qualifications

• CompTIA A+ Certification or 2 years’ experience 
working with computer systems.

• CompTIA Network + Certification or 2 years’ 
experience working with networks.

• CompTIA Security+ Certification or 2 years’ 
experience working as a systems security specialist.
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Alternate Qualifications

• 5-years’ experience working as a Computer Systems 
administrator, Network Administrator or Security 
Administrator.

• 4-year or higher degree from an accredited Institution 
in Information Technology or equivalent

• 2-year degree from an accredited Institution in 
Information Technology or equivalent.
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Training/Testing

Training standards will be a combination of National Guard cyber 

training requirements and National Institute of Standards and 

Technology (NIST) training standards.

The Cyber Unit will train with the SC National Guard 125th, 135th, 145th

Cyber Battalions and the Defensive Cyber Operations Element (DCOE) 

during their unit drill/training days when possible.

Train with industry partners during cyber exercises when possible.

Utilize free FEMA and DHS Cyber courses when available.
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Training Cont.

Partner with State Tech Colleges
Partner with State Funded and private Colleges and 
Universities (i.e. The Citadel, USC Aiken, Morris 
College, SC State University and Benedict College)
Partner with out of State Colleges and Universities
Partner with businesses
Partner with the USSS
Utilize in house personnel
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Proposed Entrance Ranks

We have recruited and will be recruiting professionals in the fields of Information Technology and 

Cyber Security the majority of which have bachelor’s degrees with some having advanced degrees. 

Commissioned Officers

Based on Education alone:

B.S. O-1

M.S. O-2

PhD O-3

Propose one grade higher for each five years of relevant, qualified experience not to exceed initial 

entry grade of O-5. Work experience not related to Cyber, Networking, Systems Administration, 

Computer Administration or Intelligence will not count.
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Proposed Entrance Ranks Cont.

Warrant Officers

Army Warrant Officer: an adaptive technical expert, trainer, and advisor.

Propose years of work experience to correspond with SCSG typical cumulative 

Time in Grade. 

Also propose initial appointment to WO1 with either a 2-year degree or 

equivalent combination of college hours and work experience.

WO1 0 years’ experience

CW2 1.5 years’ experience

CW3 3 years’ experience

CW4 7 years’ experience 16
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Recruiting

• Coordinate with Accessions Command on new State Guard 
recruits

• Reach out to Colleges and Universities that have cyber programs
• Attend recruiting fairs
• Attend recruiting events with National Guard recruiters
• Partner with the Citadel 
• Talk with public and private sector employers
• Collaborate with other SC State Guard units to see if they have 

any cyber trained troops
• Target women and minorities
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Events and Activities

• CERTS – Cyber Education, Research and Training 
Symposium 

• Present at Morris College for Career Day 
• InfraGard Cyber Camp at Morris College for 

Sumter County High School Students
• Responded to two Cyber Incidents
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Organizations where our team members work

Benedict College
Truist Financial
Greenville County School District
CAPTRUST
United States Navy (contractor)
SC Legislative Services Agency
Enviva LP
TRADOC/CCOE
Recorded Future
Guild Mortgage Company
Bank of America Merrill Lynch 19
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Annex A Sample Services Portfolio
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Annex B
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Total Cyber Team Members 19

Combined Total Cyber Events Responded to 200+ Cyber Events

Total years of Information Technology experience: 307 years

Combined Total Unique Certifications 79

Total Cyber Team Members with DoD Clearances 4
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Annex C
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PhD
16%

MS
32%

BS
26%

AS
16%

High School
10%

SCSG CYBER TEAM EDUCATION LEVEL



SOUTH CAROLINA STATE GUARD
G-2 Cyber Unit

24



SOUTH CAROLINA STATE GUARD
G-2 Cyber Unit

25



SOUTH CAROLINA STATE GUARD
G-2 Cyber Unit

Questions? 
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