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& wsisac Multi-State Information Sharing & Analysis Center®

The MS-ISAC®

« Designated by the Cybersecurity &
Infrastructure Security Agency (CISA)
as a key resource for cyber threat
prevention, protection, response and
recovery for all U.S. State, Local, Tribal
and Territorial (SLTT) governments.

e Adivision of the Center for Internet
Security® (CIS®), a 501(c)(3) nonprofit.

reqgistration
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@& wmsisac Who We Serve

50 State Governments

\

- r 8 15,000 Local Governments

State,
Local, Tribal, ="M 6 Territorial Governments
and Territorial _
Governments @ 146 Tribal Governments

80 DHS-recognized Fusion Centers

\

177 Total Members in State of SC

25 SC Cities and Towns Local
_ Governments
31 SC Counties include

/ 5

30 K-12 School Districts




&ws1sac - Secyrity Operations Center
% EI-ISAC

©

Support Analysis & ,
PP Monitoring Reporting

Network
Monitoring
Services

Cyber Alerts &
Advisories

+ Web Defacements

Research and
Analysis

Account
Compromises

Confidential & Proprietary

T 9ea

CTEAY e mm T

To report an incident or
request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org
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&wsisac |ntelligence Sources
% EI-ISAC

Commercial Vendors Intelligence Partners

[ 180+ Open Source &] [ International ]

A
@ FS-ISAC ¥

CROWDSTRIKE

>£
YELES
AVIATION ISAC \

e S0 STz .
2 e - ] ‘ ' B COMMUNICATIONS n
\y H-ISAC 6 F L AS H P 0 I N T 202 SECURITY BUREAU (kar

@| National Cyber @ MCAP

Security Centre

/_\C S C é;i;orﬁ;elurily L

Centre AI bert

CIS Network Monitoring

Nm!mmg

&

HEALTH - ISAC

%
0,
" agenct

<
) 9
4L proT¥

ISAC Members Government Sources Member Submissions

Confidential & Proprietary

[21 National Council of] [ U.S. Federal & SLTT] [ Internal Research & J

5

TLP:CLEAR




& wms-1sAC’ - : :
3 ELtSAG Monitoring of IP Range & Domain Space

@

IP Monitoring Domain Monitoring

W Signs of Compromise B Notifications on compromised

m Malicious Activity user credentials

Send Public IPs and Domains
to soc@cisecurity.org
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& wsisac Malicious Domain Blocking and Reporting (MDBR)

s~ EI-ISAC

Security Focused

DNS service:

Blocks malicious domain
requests before a
connection is even
established!

Simple
Implementation:

No new hardware or
software required

Helps limit

infections related to:

Known Malware
Ransomware &l
Phishing

Other cyber threats

Confidential & Proprietary
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&wsisac Akamal Enterprise Threat Protector (ETP)

*

TLP:CLEAR

EI-ISAC

Built on the global Akamai Intelligent
Edge Platform and Akamai’s carrier-
grade recursive DNS service.

Akamai Intelligent Edge Platform
manages up to 30% of global web traffic
and delivers up to 2.2 trillion DNS queries
daily (2/3 of the world’s DNS traffic).

Requested domains are checked against
Akamai’s real-time domain risk scoring
threat intelligence.

Quick-to-configure and easy-to-deploy.

Confidential and Proprietary

@ Akamai Enterprise Threat Protector
—
Off-Network
Device J
Recursive Acceptable Use Policy
— DNS Platform (AUP) Enforcement
=
On-Network
Device
A Cloud Security Infine and Offline
{ llig Payload Inspection
On-Network
Thing”

ansomware




&wmsisac Simple Implementation
3% EI-ISAC

Can be implemented in minutes, on existing infrastructure, with no new hardware or
software required.

MDBR service requires configuring your organization’s DNS infrastructure to use
Akamai’s recursive servers as its primary and secondary DNS forwarders. When
reconfiguring your DNS infrastructure, you have two options:

DNS forwarders point to Akamai’s primary and
secondary forwarders only

- Akamai’s primary and secondary forwarders
- Tertiary and quaternary forwarders (3 party)

Confidential and Proprietary 9
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&wmsisac |mplementation Testing
3% EI-ISAC

ZER# TRUST Test Domains:

e a2 demonstration akamaietpcnctest.com

If you were using Akamai Enterprise Threat Protector (ETP), real akam al etpp h ISh I ngteSt com
Command and Control threat would have failed. .
akamaietpmalwaretest.com

What is ETP?

INTERNET

Configured Correctly:

Website Access Prohibited

Click. Try. Buy. The website you are trying to access either presents a security risk or is not allowed under your
) . ; . organization's acceptable use policy.

Explore, learn about, try, and buy services that extend your Akamai solution. The Akamai

Marketplace speeds up time to market by helping you to quickly and easily find self- If you think you are receiving this message in error, please contact your IT help desk

serviceable solutions that take advantage of the performance and scale of the Akamai

Intelligent Platform to meet your business challenges.

Akamai Marketplace

Akamai Technologjes Inc.

Confidential and Proprietary 10
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&wmsisac Reporting Data Flow
3% EI-ISAC

SLTT ORGANIZATION
SLTT

SLTT DNS
Workstation Request for malicious domain Server Request for www.badsite.com Akamai
www.badsite.com passed to Akamai
@ = @
) g — &/
— SLTT DNS server passes message Rl Akamai identifies domain
that requested domain does not exist, as malicious. Responds back
causing a break in malware functionality with “no listing exists”
-9
(e) & ()
&) ¢ (5)
CIS SOC provides Logs of blocked
regular reporting on malicious domain requests
blocked domains CIs soC sent to CIS SOC

Confidential and Proprietary
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&wmsisac MDBR Reporting

3% EI-ISAC

Top 10 Blocked Malicious Domains for the Past Week

Domain Total

(akamaietpcnctest[.Jcom[.])

(akamaietpmalwaretest[.]Jcom[.])

(akamaietpphishingtest[.Jcom[.])

Summary PDF reports and associated blocked logged data will be sent on
a weekly basis, identifying both high-level and detailed information on
blocked requests, broken down by:

— Severity Number of Blocked Requests: 33,518

— Threat type and category Description: phishing domains from cyberthreatcoalition
) Threat: Corona Phishing, Known CNC

— Top domains blocked Threat Category: C&C, Phishing

— Number of blocked requests
— Confidence level (known or suspected)

Confidential and Proprietary 12
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&wmsisac MDBR Reporting

3% EI-ISAC

DNS Activity by Week

100,000

75,000

50,000

25,000

08/03 08/09

Blocked Malicious Domains by Threat Category

30

22 23

C&C Malware Phishing
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Blocked Malicious Domains by Week

60
50
40
30

20

08/03 08/09

Blocked Malicious Domains by Severity

60
40
20 18
0
Medium High
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®wmsisac Cyper Incident Response Team (CIRT)

s~ EI-ISAC

Incident Response

To report an incident or
request assistance:

Malware Analysis Phone: 1-866-787-4722
Email: soc@cisecurity.org

Log Analysis

Confidential & Proprietary 14
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®wmsisac Malicious Code Analysis Platform (MCAP)

s~ EI-1SAC

Executables

A web based service used
to submit and analyze
suspicious files

Documents

To request an account:

mcap@cisecurity.org

URLs

ii i

= Archives

Confidential & Proprietary 15
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®wmsisac C|S SecureSuite Membership

s~ EI-1SAC
@ CIS SecureSuite®
(B) a1s Benchmarks™ @ cis-cATPro  Cis BuildKits
Secure Configuration Guidelines Assessor and Dashboard Implement Secure Configurations -
@ cIs Controls® #0) CIS CSAT Pro S —

Prioritized Set of Actions Measure Implementation Secure Enterprise

/ @ CIS WorkBench /

Start Secure. Stay Secure.

Confidential & Proprietary 6
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0
®wmsisac C|S SecureSuite Membership

% EI-ISAC _ _
Getting Started is Easy!

1. Log into CIS Workbench:
— https://workbench.cisecurity.org

2. Download CIS-CAT Pro Assessor to scan against your
target system’s configuration:

— https://workbench.cisecurity.org/files/2151

3. Learn more - visit the Support Center:
— https://workbench.cisecurity.org/support-center

e Contact Us:
— freesecuresuite@cisecurity.org

Confidential & Proprietary 17
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&ws1sac |ndicator Sharing Program

A EI- ' . : .
i< EIFISAC OperationsSupport@cisecurity.org
Intelligence Threat Intelligence ISAC SLTT
Sources Platform MEMBER
RESPONSE
COMMERCIAL
FEDERAL Lol EVENT
i d
ASSESS AND SCORE URLs Automated
- Near Real-time ANALYSIS
INTERNAL :
Vendor Agnostic
HTTP Requests FURTHER SHARING
Confidential & Proprietary 18
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& Mms-IsAC

i - Foundational Assessment
< EI-ISAC

* Looking to get started with an assessment? Start here!

— 32 question assessment to evaluate essential activities
within a cybersecurity program

* Next Steps

— Complete the Nationwide Cybersecurity Review Assess
(NCSR) for a wholistic review of your cybersecurity &
program.

Plan @

Report

e Review

Confidential & Proprietary 19
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& Mms-IsAC

i - Foundational Assessment
< EI-ISAC

Sign up

 Request access to the Foundational Assessment:

— foundationalassessment@cisecurity.org

* Please include the following details in the email:
— Subject: Foundational Assessment Access
— First Name, Last Name
— State/Territory
— Public Organization Name (i.e. State — ABC County)

— Email Address

Confidential & Proprietary 20
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®wmsisac Nationwide Cybersecurity Review (NCSR)

s~ EI-ISAC

Annual, self-

Assessment

NIST For More + 2022 NCSR

Framework Information: * Currently Open for
Registration

Cybersecurity https://www.cisecurity.o Available to Complete

rg/ms- through February 28,
Roadmap isac/services/ncsr 20239 /

* Registration & Resources
.
* NATIONWIDE Located on NCSR
CYBERSECURITY D Webpage
REVIEW w End-User Guidance

Results & Reporting

Templates

Confidential & Proprietary
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?""S"SA@ Best Practice Resources
A EI-ISAC _ . . . .
https://www.cisecurity.org/ms-isac/services/ncsr

NCSR Resources

v Metrics Working Group Reference Guides

* Using Cybersecurity Metrics to Inform Stakeholders
®* NCSR Data Reporting Template

* NIST CSF Policy Template Guide

* Cybersecurity Resources Guide

® Supply Chain Cybersecurity Resources Guide

* First Steps in Establishing Essential Cyber Hygiene

* Risk Assessment Guide

L]

The NCSR & Your HIPAA Security Rule Assessment

To join the Metrics Working Group, reach out to ncsr@cisecurity.org

Confidential & Proprietary 22
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& Mms-IsAC
EI-ISAC

Cyber Threat Intelligence Products

Reports

Strategic

Assessments

Briefs & Blogs

» Assessment Based
» Probability Focused
» Analytic Confidence

@msisacc cyberThreatintelligence
Mot state nformasicn o o vt Fegor
Sharin 8 A Cerme”

Cyber Threats to the Healthcare Industry

Fateuany 2101 o LEAR 2021 0302
T e

Confidential & Proprietary

» Deeply Researched
» Forward Looking
» Trends & Patterns

Multi-State Information Sharing and Analysis Center

TLP:CLEAR

» Simple or Complex
» Technically Focused
» Threat Driven

"CIS. contetor et secty

Why TikTok is the Latest Security Threat

TikTok and Data Collection




®wmsisac \S_|ISAC Advisories & Cyber Alerts

s~ EI-ISAC

MA MS-ISAC Advisory Michael Aliperti Thu 3:38
UPDATED - MS-ISAC CYBERSECURITY ADVISORY - Multiple Vulnerabilities in F5 BIG-IP and BIG-1Q Products Could Allow for Arbitrary Code Exe...
Retention Policy Default 2 year move to archive (2 years) Expires  3/25/2023

1) This message was sent with High importance.

Action ltems + Get more add-i

TLP: WHITE
MS-ISAC CYBERSECURITY ADVISORY

MS-ISAC ADVISORY NUMBER:
2021-035 - UPDATED

DATE(S) ISSUED:
03/10/2021

03/20/2021 - UPDATED
03/25/2021 - UPDATED

SUBJECT:
Multiple Vulnerabilities in F5 BIG-IP and BIG-1Q Products Could Allow for Arbitrary Code Execution

OVERVIEW:
Multiple vulnerabilities have been discovered in F5 products, the most severe of which could allow for remote code execution.

¢ BIG-IP and BIG-IP Advanced WAF/ASM are a family of products covering software and hardware designed around application availability, access
control, and security solutions.

+ BIG-1Q enables administrators fo centrally manage BIG-IP infrastructure across the IT landscape. It discovers, tracks, manages, and monitors physical
and virtual BIG-IP devices - in the cloud, on premise, or co-located at your preferred datacenter.

Successful exploitation of these vulnerabilities could allow for arbitrary code execution. Depending on the privileges associated with the user, an attacker could
then install programs; view, change, or delete data; or create new accounts with full user rights. Users whose accounts are configured to have fewer user rights
on the system could be less impacted than those who operate with administrative user rights.

Confidential & Proprietary
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MS-ISAC

MS-ISAC Cyber Alert

Su

February 2021
TLP: LEVEL

Summary

Lorem [psum dolor sit amet, consectetur adipiscing eiit, sed do elusmod tempor incididunt ut labare et dolore
magna aliqua. Uit enim ad minim ventam, quis nastrud exercitation ullameo laboris nisi ut aliquip ex ea commodo
consequat. Duis aute inure dolor in reprehenderit in voluptate velit esse cilum dolore eu fugiat nulla pariatur.
Excepleur sint cccaecal cupidatat non proident, sunt in culpa qui officia deserunt moili anim id est laborun.

Lorem ipsum dolor sit amet, consectetur adipiscing eli;
Sed do elusmod tempor Incididunt ut labare et dolore magna aliqua;

Utenim ad minim veniam;

Quis nostrud exercitation ullamco laboris nisi ut aliquip ex ea commodo consequat; and
Duis aute irure dolor in in voluptate velit eu fugiat

Lorem ipsum dolor sit amet, censecletur adipisaing et sed do elusmod lempor Incididunt ut labore et dolore:
magna allgua.
Analysis

Lorem ipsum dolor sit amet, oonsectetur adipiscing elt, sed do eiusmod tempor incididunt ut labore et dolore:
magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation ullameo laboris nisi ut aliquip ex ea commodo
consequat. Duis aute inure dolor In reprehenderit in voluplate velit esse clllum dolore eu fuglat nulla pariatur.
Excepleur sint oocaecat cupldatat non praident, sunt in culpa qui officia deserunt mollt anim id est laborum

Indicators of Compromise

Lorem |psum dolor sit amet, consectetur adipiscing elt, sed do elusmod tempor Incididunt ut labare et dolore
magna allqua. Ut enim ad minim veniam, quis nostrud exerchation ullameo laboris nisi ut allquip ex &a commodo
consequat

IPs

x.2.%1.1% - Confirmed c2

Domains

domain|.]com

Hashes

2d75celbEge!

24



&wmsisac Monthly Newsletters
Y% EI-ISAC

Keep Cybersecurity at Monthly Cybersecurity Tips Newsletter
the forefront of your ’

workforces’ minds! Protect Your Identity This
Cybersecurity Awareness
@ Written for the end-user Month

From the desk of Karen Sorady, VP for M5-1SAC Member Engagement

‘When you log on to a website, make an online payment, send an email, use a social network, post
Template Format

online, or even send a text, you're adding to your online identity. In today's world, it is unavoidable.

The good news is there are ways you can protect yourself.

H H When logging on to a website, look at the address bar on the browser. If you see a padlock icon on
Re-brand & re-distribute 9ging Y P

the left-hand side of the address, the site is using encryption and verification. Clicking on the padlock
as your own

o

shows the site’s security certificate. Using only these types of sites ensures you are safely sharing

Confidential & Proprietary 25
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Ewmsisac ISAC Working Groups and Communities

s~ EI-ISAC

 Business Resiliency

ISAC
Working

* Metrics
« K-12
« Leadership Mentoring

* « Education & Awareness

Confidential & Proprietary 26
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?2"15;';;?@ Cybersecurity Awareness Month
A B

/ How Can You Participate?
| l * Create a Public Awareness Campaign
/ » Visit: www.cisecurity.org/ms-isac/ms-isac-toolkit
MS-ISAC Toolkit Resources
> Make it Official > Train the End-User > Bring Security Home
> Train Your Staff > Become More Mature > Best of the Web Contest

For More Information

e Contact: info@cisecurity.org

Confidential & Proprietary 27
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http://www.cisecurity.org/ms-isac/ms-isac-toolkit
mailto:info@msisac.org

@wsasac  Fee Based Services

‘ Network Monitoring (Albert)

Web Application & Network
<8 \/ulnerability Assessments

0 Endpoint Security Service (ESS)

Penetration Testing

-
)
/

Confidential & Proprietary
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A
S

ANY

QUESTIONS?
a®

]




@ MS-ISAC Vk Elections

Multi-State Information %g{rc astructure
Sharing & Analysis Center®

Thank You!

Security Operations Center Kyle Bryans
24/7/365 Regional Engagement Manager

1-866-787-4722 CISA Regions 4&6

Kyle.Bryans@cisecurity.org

soc@cisecurity.org =il o8
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