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The MS-ISAC®

• Designated by the Cybersecurity & 
Infrastructure Security Agency (CISA) 
as a key resource for cyber threat 
prevention, protection, response and 
recovery for all U.S. State, Local, Tribal 
and Territorial (SLTT) governments.

• A division of the Center for Internet 
Security® (CIS®), a 501(c)(3) nonprofit.

Multi-State Information Sharing & Analysis Center®

TLP:WHITE

https://learn.cisecurity.org/ms-isac-
registration
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State, 
Local, Tribal, 
and Territorial 
Governments

50 State Governments

Who We Serve

80 DHS-recognized Fusion Centers

6 Territorial Governments

146 Tribal Governments

15,000 Local Governments

31 SC Counties

177 Total Members in State of SC

25 SC Cities and Towns

30 K-12 School Districts

Local 
Governments 

include
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Network 

Monitoring 

Services

+

Research and 

Analysis

2 4 x 7 x 3 6 5

Support Analysis & 

Monitoring
Reporting

Threats, 

Vulnerabilities

+

Attacks

Cyber Alerts & 

Advisories

Web Defacements

Account 

Compromises

Security Operations Center

To report an incident or     

request assistance:

Phone: 1-866-787-4722

Email: soc@cisecurity.org

TLP:CLEAR
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21 National Council of 
ISAC Members

Intelligence Sources

International 
Intelligence Partners

U.S. Federal & SLTT 
Government Sources

Internal Research & 
Member Submissions

180+ Open Source & 
Commercial Vendors

TLP:CLEAR
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Signs of Compromise

Malicious Activity

Notifications on compromised

user credentials

Monitoring of IP Range & Domain Space

IP Monitoring Domain Monitoring

Send Public IPs and Domains 
to soc@cisecurity.org

TLP:CLEAR
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Security Focused 

DNS service: 

Blocks malicious domain 

requests before a 

connection is even 

established!

Malicious Domain Blocking and Reporting (MDBR)

No new hardware or 

software required

Helps limit 

infections related to: 

• Known Malware
• Ransomware
• Phishing
• Other cyber threats

TLP:CLEAR

Simple 

Implementation:
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TLP:CLEAR

Akamai Enterprise Threat Protector (ETP)

Built on the global Akamai Intelligent 
Edge Platform and Akamai’s carrier-
grade recursive DNS service.

Akamai Intelligent Edge Platform 
manages up to 30% of global web traffic 
and delivers up to 2.2 trillion DNS queries 
daily (2/3 of the world’s DNS traffic).

Requested domains are checked against 
Akamai’s real-time domain risk scoring 
threat intelligence.

Quick-to-configure and easy-to-deploy.
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TLP:CLEAR

Simple Implementation

Can be implemented in minutes, on existing infrastructure, with no new hardware or 

software required.

MDBR service requires configuring your organization’s DNS infrastructure to use 

Akamai’s recursive servers as its primary and secondary DNS forwarders. When 

reconfiguring your DNS infrastructure, you have two options:

DNS forwarders point to Akamai’s primary and 
secondary forwarders only

- Akamai’s primary and secondary forwarders

- Tertiary and quaternary forwarders (3rd party)

Option 1

Option 2
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TLP:CLEAR

Implementation Testing

Test Domains:

akamaietpcnctest.com
akamaietpphishingtest.com
akamaietpmalwaretest.com

Configured Correctly:
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TLP:CLEAR

Reporting Data Flow
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TLP:CLEAR

MDBR Reporting

Summary PDF reports and associated blocked logged data will be sent on 
a weekly basis, identifying both high-level and detailed information on 
blocked requests, broken down by:

– Severity

– Threat type and category

– Top domains blocked

– Number of blocked requests

– Confidence level (known or suspected)
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TLP:CLEAR

MDBR Reporting

MS-ISAC 24x7 Security 
Operations Center
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To report an incident or     
request assistance: 

Phone: 1-866-787-4722

Email: soc@cisecurity.org

Cyber Incident Response Team (CIRT)

Incident Response

Malware Analysis

• Log Analysis

TLP:CLEAR
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• 1

To request an account:    
mcap@cisecurity.org

Executables

DLLs

Documents

A web based service used 
to submit and analyze 
suspicious files

URLs

• Archives

TLP:CLEAR

Malicious Code Analysis Platform (MCAP)
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CIS SecureSuite Membership

TLP:CLEAR
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CIS SecureSuite Membership

1. Log into CIS Workbench:  

– https://workbench.cisecurity.org

2. Download CIS-CAT Pro Assessor to scan against your 
target system’s configuration:  

– https://workbench.cisecurity.org/files/2151

3. Learn more – visit the Support Center:

– https://workbench.cisecurity.org/support-center

• Contact Us:

– freesecuresuite@cisecurity.org

TLP:CLEAR

20

Getting Started is Easy!
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Indicator Sharing Program
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OperationsSupport@cisecurity.org 

TLP:CLEAR
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Foundational Assessment

• Looking to get started with an assessment? Start here!

– 32 question assessment to evaluate essential activities 

within a cybersecurity program 

• Next Steps

– Complete the Nationwide Cybersecurity Review 

(NCSR) for a wholistic review of your cybersecurity 

program.

TLP:CLEAR
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Foundational Assessment

• Request access to the Foundational Assessment:

– foundationalassessment@cisecurity.org

• Please include the following details in the email:

– Subject: Foundational Assessment Access

– First Name, Last Name

– State/Territory

– Public Organization Name (i.e. State – ABC County)

– Email Address

TLP:CLEAR

Sign up
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Nationwide Cybersecurity Review (NCSR)

• 2022 NCSR

• Currently Open for 
Registration

• Available to Complete 
through February 28, 
2023

• Registration & Resources

• Located on NCSR 
Webpage

• End-User Guidance

• Results & Reporting 
Templates

TLP:CLEAR

For More 

Information:

https://www.cisecurity.o
rg/ms-

isac/services/ncsr

• Annual, self-
Assessment

• NIST 
Framework

• Cybersecurity 
Roadmap
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Best Practice Resources

TLP:CLEAR

https://www.cisecurity.org/ms-isac/services/ncsr 
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Cyber Threat Intelligence Products

TLP:CLEAR

Reports
Strategic 

Assessments
Briefs & Blogs

➢ Assessment Based

➢ Probability Focused 

➢ Analytic Confidence

➢ Deeply Researched

➢ Forward Looking

➢ Trends & Patterns

➢ Simple or Complex

➢ Technically Focused

➢ Threat Driven
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TLP:CLEAR

MS-ISAC Advisories & Cyber Alerts
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Keep cybersecurity at 

the forefront of your 

workforces’ minds!

Written for the end-user

Template Format

Monthly Newsletters

Re-brand & re-distribute            
as your own

TLP:CLEAR



Confidential & Proprietary 26

ISAC Working Groups and Communities

• Business Resiliency

• Metrics

• Education & Awareness

• K-12 

TLP:CLEAR

• Leadership Mentoring 
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How Can You Participate? 

For More Information

Cybersecurity Awareness Month

• Create a Public Awareness Campaign

• Visit: www.cisecurity.org/ms-isac/ms-isac-toolkit

• Contact: info@cisecurity.org

TLP:CLEAR

http://www.cisecurity.org/ms-isac/ms-isac-toolkit
mailto:info@msisac.org
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Web Application & Network  

Vulnerability Assessments

Network Monitoring (Albert)

Fee Based Services

Endpoint Security Service (ESS)

Penetration Testing

TLP:CLEAR
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Thank You!

Security Operations Center

24/7/365 

1-866-787-4722

soc@cisecurity.org

Kyle Bryans

Regional Engagement Manager

CISA Regions 4&6

Kyle.Bryans@cisecurity.org

518-880-0747
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