Cybersecurity Partnering and
Collaboration

Recipes for success in today’s state and local government
cyber landscape
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About Info-Tech Research Group

Info-Tech Research Group produces unbiased and highly relevant research to help leaders make strategic, timely, and well-
informed decisions. We partner closely with your teams to provide everything they need, from actionable tools to analyst
guidance, ensuring they deliver measurable results for the organization.
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Drive Measurable Results

Our world-class leadership team
is-.continually focused on building
disruptive research and products
that drive measurable results and
save money.
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Better Research Than Anyone

Our team of experts is composed of the
optimal mix of former ClOs, CISOs, PMOs,
and other IT leaders and IT and
management consultants, as well as
academic researchers and statisticians.

Dramatically
Outperform
Your Peers

N

Leverage Industry Best Practices

We enable over 30,000 members to
share their insights and best
practices that you can use by having
direct access to over 100 analysts as
an extension of your team.

Info-Tech Research Group



Restricted

Security, Risk & Compliance Technical Counselor (TC) -
Beyond Advisory Calls

Your TC and supporting analysts
can review and modernize your
current suite of information

security policies. Your TC can
work with you to run the policy
review and approval process.

_ _ Risk Management
review and modernize your

current security governance,
management, and organizatic . ..
Security Policies Your TC will work with you to

establish a security risk
management framework aligned
with your organizational
approach to enterprise risk.

build and run your first
governance commi
giving you coachin

Your technical counsellor (TC) feedbackalong

can work with you to develop a
technical key initiative plan based

on your personal and Security Governance

organizational goals for security, & Management
risk, and compliance.

Information Security

Strategy
Your TC and supporting analysts
will develop your information

security strategy. Your TC will
assist you in building and
presenting an executive

Security Technical
Key Initiative Plan

presentation to internal
stakeholders.
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What's The Big Deal?
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Cyberspace

No Borders... No Identity...Instantaneous
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Evolving Threat Landscape

Cyber security threats are constantly evolving.
Attackers today are patient, persistent, and sophisticated. They attack not only technology, but
people and processes. The challenges faced today have altered expectations, strained resources,

and caused a paradigm shift in information security processes.

Unsophisticated
attackers
(script kiddies)

» Experimentation
» You are attacked

because you are on
the Internet and
have a vulnerability

Risk

1980s/1990s

Sophisticated

- attackers

(hackers)

» Monetization

» You are attacked
because you are on
the Internet and
have information
of value

Corporate espionage

- and fraud

(insiders)

» Your current or

former employee
seeks financial gain
from selling your PII
data or Intellectual
Property (IP)

State sponsored attacks

advanced threats

(hacktivists, identity thieves)

|

|

You are targeted
because of whoyou
are, what you do, or
the value of your data

Cyber attacks to
promote political ends

Increased theft of
Personally Identifiable
Information (PII)

202X
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Cascading Damage

Hacker
attacks
unprotected
government
network or
system

Network
Outage

Loss of data

Theft of
customer
information

Loss of
productivity

Revenue loss

Tarnished
reputation

Loss of
customer
frust

Legal liability

Loss of
profitability

Unintended
costs

G5
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Ramifications

City of Atlanta
« Strategic ransomware attack (targeted)
« Known SamSam ransomware attack
Shutdown all online payments
Court schedules were inaccessible
All employees were told to keep computers off
Reverted to paper forms for many government services
« Ransom reported at $52,000
« Cost to recover from attack: $2.7 Million

Baltimore City Strategic ransomware attack
« Resulted in a month shutdown of most of Baltimore City Systems
« Ransom reported at $76,000
 Cost to recover from attack: $18 million and growing

Municipality Attacks Jackson County, Georgia — Paid $400,000 ransom
« Lake City, Florida — Paid $500,000 ransom
«Riviera Beach, Florida — Paid $600,000 ransom
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The New Normal

The possibility of a cyber-crook remotely taking
control of your systems to make unauthorized
changes or steal sensitive data

iIs greater now than ever before

And threats continue to
Increase in frequency
and sophistication

search Grou
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What does Cyber Have in Common With...

Info-Tech Research Group
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High Level Program Components
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High Level Program Components

c
E [F iR S i = it Cul d = it li
= rnforrnation Securiby ecurity Culture an Security Fisk Management ecurity Compliance
@ Frograrn Aimareness rarnagernent
> N \
o
w Organizational Structure Security Palicies Security Audit
|dentity and Access . - .
Mamagemert Metwork, Security Yulmerability FManagernent Hurnan Resource Security
Hardware Szset . . Configuration and Change
= e e ey enseEen
<]
E Data Security & Privacy klalicious Code Protection Phzical Security Wemndor Fizk FManagernent
o
]
c - . .
(] Application Security Cloud Security

Security Threat Detection Backup and Recovery Security MMetrics

Security e-Discovery and InfoSec in Business
Log and Event MManagernent : o :
Forensics Cartinuity Planning

Info-Tech Research Group



Restricted

High Level Program Components

c
E [F iR S i = it Cul d = it li
= rnforrnation Securiby ecurity Culture an Security Fisk Management ecurity Compliance
) Frograrn Aimareness rarnagernent
S N \
(=]
m Organizational Structure Security Palicies Security Audit
|dentity and Access . - .
Mamagemert Metwork, Security Yulmerability FManagernent Hurnan Resource Security
Hardware Szset . . Configuration and Change
E Endpoint Security Cruptograpbw kManagement
@ - ’
ata Security rivacy alicious Code Praotection usical SecLrity endor Fizk Fanageren
g Data S by & P flal Code Protect P =t i Verdor Rizk b i
o) »
©
c - . .
pplication Security oud Security
(1] Application S i Cloud 5 I

Security Threat Detection Backup and Recovery Security MMetrics

Security e-Discovery and InfoSec in Business
Log and Event MManagernent : o :
Forensics Cartinuity Planning

Info-Tech Research Group



Restricted

High Level Program Components
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High Level Program Components

Service Data

Log and Event kManagerment
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High Level Program Components
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Monitoring and Deriving Value for Security
Services from Service Data / Key Metrics

For Example:

Email Spam Filtering

Based on service data,
without the service,
every employee would
receive roughly 20 SPAM
emails each and every
e day.
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Opportunities

Shared Service Models

Leveraging Shared
Service Models
to Improve
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v Economies of Scale
v' Consistency in Services
v' Streamlined Visibility
v' Centers of Excellence
v' Training and human

resources maximized
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Like an Airport
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Consistent Tooling and Processes

Like an “airport”:

e Security tooling, procedures, resource allocation and customer
experience are consistent, regardless of location

e Prevents occurrences of “haves and have nots”

e Enables a common, consistent experience

e Reduces duplication of effort and architecture

. : : : : Enables
e Depoliticizes common security services and security risk Keeemice ot ecale
management v'Consistency in services
| e Enhances economies of scale, knowledge sharing opportunities, v'Streamlined visibility
Z and information sharing for cyber threats ¥ Centers of excellence
— o S . - v'Knowledge sharing
—— o FEach organization maintains secure access to their specific data v Training and human
. with an enhanced security posture resources maximized
e These concepts are a vital component to any shared services ¥’ Opportunities for partnering

boration
model and colla

Info-Tech Research Group
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OBJECTIVE 1 — GOVERNANCE

AND PLANNING

OBJECTIVE 2 — ASSESSMENT
AND EVALUATION

OBIJECTIVE 3 — MITIGATION

State and Local Cyber Grant — Objectives and Activities

OBJECTIVE 4 — WORKFORCE
DEVELOPMENT

Description

Sub-Obijectives

Develop and establish appropriate
governance structure, as well as
develop, implement, or revise
cybersecurity plans, to improve
capabilities to respond to
cybersecurity incidents and ensure
continuity of operations

Sub-Objective 1.1

Establish cybersecurity governance
structures and implement a program to
evaluate maturity of the cybersecurity
program aligned to performance goals
established by CISA and NIST

Sub-Objective 1.2

Develop, implement, or revise and test
cybersecurity plans, including incident
response, with clearly defined
roles/responsibilities

Understand current cybersecurity
posture and areas for improvement,
based on continuous testing,
evaluation, and structured
assessments

Sub-Objective 2.1

Physical devices and systems, as well as
software platforms and applications, are
inventoried

Implement security protections
commensurate with risk

Sub-Objective 3.1

Sub-Objective 1.3

Asset protections and recovery actions are
prioritized based on the asset’s criticality
and business value

Sub-Objective 2.2
Cybersecurity risk to the orgs operations
and assets are understood

Sub-Objective 2.3

Vulnerability scans are performed, and a
risk-based vulnerability management plan
is developed and implemented

Sub-Objective 2.4
Capabilities are in place to monitor assets
to identify cybersecurity risks

Organization adopts fundamental
cybersecurity best practices

Sub-Objective 3.2

Reduce gaps identified through
assessment and planning process and
apply increasingly sophisticated security
protections commensurate with risk

Ensure organization personnel are
appropriately trained in
cybersecurity

Sub-Objective 4.1

Train personnel to have the fundamental
knowledge and skills necessary to
recognize cybersecurity risk and
understand their roles/responsibilities
within established cybersecurity policies,
procedures, and practices

Sub-Objective 4.2

Organization has adopted the National
Initiative for Cybersecurity Education
(NICE) Cybersecurity Workforce Education

Sub-Objective 2.5
Processes are in place to action insights
derived from deployed capabilities

Purple Border — Objective 1.1 maps to Info-Tech Security Strategy Content/Workshop

Red Border — Objective 1.2 maps to Info-Tech Incident Management Content/Workshop

Blue Border — Objective 1.3 maps to Info-Tech DRP Content/Workshop

Orange Border — Objective 2.1 maps to Info-Tech HAM/SAM content/workshops

Green Border — Objectives 2.2, 2.3, and 2.4 map to Info-Tech Cyber Risk

Content/Management Workshop

Grey Border — Objective 4.1 maps to Info-Tech Cybersecurity Workforce Training



https://www.infotech.com/research/ss/build-an-information-security-strategy
https://www.infotech.com/research/ss/develop-and-implement-a-security-incident-management-program
https://www.infotech.com/research/ss/create-a-right-sized-disaster-recovery-plan
https://www.infotech.com/research/ss/implement-hardware-asset-management
https://www.infotech.com/research/ss/implement-software-asset-management
https://www.infotech.com/research/ss/combine-security-risk-management-components-into-one-program
https://www.infotech.com/research/ss/combine-security-risk-management-components-into-one-program

Seven Steps

Info-Tech Research Group

Conduct cost-benefit
analysis of projects

Submit NCSR
Self-Assessment

Perform gap analysis of
control capabilities

Prioritize projects

Assemble gap closure
activities into projects

Record projects in
SLCGP standard tables

a Track progress in gap
analysis spreadsheet

24



- Plan with cyber risk
mManagement vision
and assigned roles
(RACI)

- Annual IR table-top

exercise with lessons
learned feedback

- BIA to prioritize
protection and
recovery of systems

- Managed asset

inventory — hardware
and software

- Annual assessment

(NCSR)

- Vulnerability scanning

(CISA) and mitigation
process

- Network traffic analysis

for baseline and threats

- Event analysis and

response, root cause
determination, and
threat intel sharing

- MFA for remote and

privileged accounts

- ldentify and remove or

isolate EOL systems

- ldentify and disable or

change default
passwords

- Establish offline

encrypted back-ups
and test restoration

- Limit domains to .gov
- Develop process to

prioritize and close
gaps and improve
protections

Goals and objectives: sasmple outcomes and evidence

- Dedicated resources

and funding to send
CyberSec staff to
trainings and
conferences

.- Established workforce

development and
training (NICE)

INf

‘As individual government entities increase their cybersecurity maturity,

implementing more advanced best practices, such as endpoint detection and response capabilities,

as well as conducting regular penetration testing, will be recommended.”




Register for and complete NCSR by

February 28

/\ CIS Hardened Images @  Support®&1  CIS WorkBench Sign In & _
Center for

Internet Seturlty

ing Confidence in the Connected World, COMPANY ~  SOLUTIONS ~  INSIGHTS v JOINCIS v

Nationwide Cybersecurity Review (NCSR)

Nationwide Cybersecurity Review (NCSR) Gpme | e

Sharing & Ana

What is the Nationwide Cybersecurity Review? The NCSR is open annually
from October 1to February

The NCSR is a no-cost, anonymous, annual self-assessment. All states (and agencies), local governments (and 28

departments), tribal nations, and territorial (SLTT) ernments are encouraged to participate. It is designed to NCSR Registration Form
measure gaps and capabilities of SLTT governments’ cybersecurity programs and is based on the National

Institute of Standards and Technology ework (NIST CSF) Job Title *

Using the results of the NCSR, DHS delivers a bi-yearly anonymous summary report to Congress providing a

First Name *

broad p|ctL. e of the cybersecurity maturity across the S_TT communities. The NCSR is hosted on a secure GRC

ware platform | |

Last Name *

= | |

Info-Tech Research Group https://www.cisecurity.org/ms-isac/services/ncsr 26



What is the NCSR?

Required for (sub)recipients of grants

 Roll-up numbers provided bi-annually to
Congress by DHS

Assessment of current capabilities

* Questions based on all 108 controls of NIST CSF
Controls map to multiple frameworks

« NIST SP 800-53 rev 5 (‘FISMA")

« CISTop 18 (fka Top 20)

Reports provide benchmarking against peers
and by sector

Future reports to map results against CIS IG1=
"Basic Hygiene”

Desired state of 5 and higher

Info-Tech Research Group

FIGURE &

Organization Total

IDENTIFY

Asset Management

Business Environment
Governance

Risk Assessment

Risk Management Strategy
Supply Chain Risk Management

PROTECT

Identity Mgmt. and Access Control
MAwareness and Training

Data Security

Infa. Protection Proc. and Procedures
Maintenance

Protective Technalogy

DETECT
Anomalies and Events
Security Continuous Monitoring
Detection Processes
RESPOND

Respanse Planning
Communications
Analysis

Mitigation
Improvements
RECOVER

Recavery Planning
Improvements
Communications

ALL FUNCTION AVERAGE

2020 Highlights: Strengths and Deficiencies. Within each NIST CSF function below, the coloring is based on the
seven-point maturity scale mirroring the figure at the bottom of this page.

State Local Tribsal Teritorial State - Elections Local - Elections
50 2321 17 ] 19 39

e
MRS NN RN [ | I
Not

Informaly  Documented implementation  Tested and Optimized
Perfarmed Performed Folicy in Process Verified

Documented
Standards and/
or Proceduras



CIS: Implementation Groups @
@ CIS Controls

n 1 G 1 is the definition of basic cyber hygiene and Definitions e HE |
repre§ents aminimum standard ofllnformatlor} 5 Implementation Group 1
security for all enterprises. |G1 assists enterprises CIS Sub-Controls for small, commercial off-the-shelf or
@) with limited cybersecurity expertise thwart general, Cyber defense home office software environments where sensitivity of )
IG2 1G3 non-targeted attacks. Safeguards the data is low will typically fall under 1G1. Remember,
any IG1 steps should also be followed by organizations
in1G2 and 1G3.
1G2 assists enterprises managing IT infrastructure 7 4 Implementation Group 2
of multiple departments with differing risk profiles. . (IS Sub-Controls focused on helping security teams
IG2 aims to help enterprises cope with increased Additional manage sensitive client or company information . ‘
operational complexity. cyber defense fall under 1G2. IG2 steps should also be followed by
Safeguards organizations in 1G3.
Implementation Group 3
(IS Sub-Controls that reduce the impact of zero-day
I G 3 assists enterprises with IT security experts secure attacks and targeted attacks from sophisticated X X |
sensitive and confidential data. IG3 aims to prevent and/or Additional adversaries typically fall into 1G3. IG1 and 1G2
lessen the impact of sophisticated attacks. organizations may be unable to implement all IG3
cyber defense
Sub-Controls.
Safeguards

Total = 153

https://www.cisecurity.org/controls/implementation-groups

Info-Tech Research Group
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NIST Cybersecurity Framework

Know your assets, data, and capabilities that need to be protected; prioritize

DENTIFY risk; plan to meet risk management goals

Implement safeguards, prioritized through risk management, to ensure
PROTECT delivery of critical infrastructure services

Implement activities to identify events (intrusions etc.)

Implement activities, prioritized through risk management, to take action if
cybersecurity events occur

RESFOND

Implement activities, prioritized through risk management, to restore
capabilities impaired by an event

Info-Tech Research Group




NIST CSF approach:

Threat Environment

Requirements & Controls

[Home Depot data breach court battle will unfold between

levels

n o p red ete r m i n ed ‘ Business Objectives

Function Category 1D
Asset Management ID.AM

Business Environment ID.BE Tier 2 Tier 3 Tier 4

Governance ID.GV
Risk Assessment ID.RA (Risk Informed) (Repeatable) (Adaptive)
Risk Management Strategy ID.RM
Supply Chain Risk Management 1D.SC
Identity Management and Access Control PR.AC
Awareness and Training PR.AT
Data Security PR.DS
Information Protection Processes & Procedures | PR.IP
Maintenance PR.MA
Protective Technology PR.PT
Anomalies and Events DE.AE
Detect |Security Continuous Monitoring DE.CM
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO

4
-

mentiFy |D

proTeCT PR

w
z
=
3
=
=]
-
4
=
=
-
=

Core = 23 Categories Tiers = degree of rigor for each of the Profile = map of organization’s
with 108 Controls. Used controls, integration into risk decisions, objectives, goals, and threats against
in NCSR questionnaire. participation from external parties controls to determine L/M/H priorities

Info-Tech Research Group



Gap Closure Project Evaluation

Benefit
0 2 6, 8 10 12

0

1

Write and review policies per schedule i
Review back-up and recovery needs
2 '] [ ]
3 [}

Define InfoSec Program and Goals

With numeric cost

and benefit values, ; Lo Benefit ) High Benefit .
you can plot the

coordinates for the
projects onto a ,

Strengthen authentication

graph for visual
comparison.

Enhance detection capabilities

9 Cost-Benefit Analysis Graph High Cost

Info-Tech Research Group 31




Prioritize projects as High, Medium,

and Low and estimate costs

High > $50K High > $50K, High >160 Hours High >0.5 FTE

wave 0= Underw ay

Medium 5K -£508 Medium $5k-$50kK Medium 40-150 Haurs Medium 0.1-0.5FTE ‘w'ave 1= High
Low <5k Low <#5k Low <d0Haurs Low <0.1FTE ‘wlave 2 = Medium
‘wave 3= Low

Estimated Cost Estimated Effort Estimated Benefits

Cost | Effort Objective
Rating Alignment

Benefit
Rating

Initiative Name Initial Cost Ongoing Cost Initial Staffing Ongoing Staffing Security Benefit

1 Define InfoSec Program and Goals

2 Enhance detection capabilties

3 Expand incident rezsponse planning

4 Improve vulnerability management

5 Review back-up and recovery needs
6 Strengthen authentication

T Write and review policies per schedule

Info-Tech Research Group

Zero Zero Medium Low ::lgdhs_L?‘.ré ;"E:E?;:;?:; goal ::;;;Clguundatlunal good ] 1
High Medium Medium Low E‘;:'I":lrg_'r g[ﬂ;fﬂti”"ﬂ' :f;u;ﬁr:i'y reduces 9 1
o Otk T | g :
Low Low Medium Low E;lgd:S-inré ;nc;i?%;st?f% gua: ;E%;;Irr?%? r::luces 12 1
Zero Zero Low Low Elf'lgd S-ché ;nc;i?e:gt?:e e r.n.:j ulg:;_sgcl;:'rtv'iisk o 2
Medium Low Medium Low :Ed" SL%E;";ET::;‘::; goal :'eg:u;g'rﬁi” T“”CES 12 1
zero zere Low Low conln0r 8L06P obiatve [oacine 2 :
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Leveraging Services from CISA/MS-ISAC

Combating Cyber . .
Informed by U.S. cyber intelligence and real-world events, each CISA

crime Insight provides background information on particular cyber threats and

Securing Federal the vulnerabilities they exploit, as well as a ready-made set of mitigation

Networks activities that non-federal partners can implement. This page is
continuously updated to reflect new CISA Insights as they are made

Protecting Critical available.

Infrastructure

Expand All Sections

Cyber Incident Ransomware Outbreak +
Response
Cyber Safety Mitigate DNS Infrastructure Tampering +
= = Cybersecurity
——— Aissessments Remediate Vulnerabilities for Internet-Accessible
= Systems T
g 7 Cybersecurity y
———— Governance

%{5 c . Secure High Value Assets (HVAs) +
o ybersecu”ty ch Research Group
///,//’f:/ g



Collaborative Example — Recipes for Success
Security Awareness Opportunity (What if....)

» Collaborated with counties to discuss an idea on furthering the
partnership to meet state and county objectives

« To further strengthen overall security and to further our
mission to continue to mature the overall cyber security
posture, a proposal to provide security awareness training and
phishing exercises for up to 150,000 county and state
employees & contractors via a single service.

\"'7

—
s —

% = Info-Tech Research Group



Collaborative Example — Recipes for Success

Security Awareness Opportunity (What if....)

* Would provide the ability to conduct security awareness
training and phishing testing across all users in state and
county government

« Would align with bolstering election security

Would achieve economies of scale, reduce overall costs,
—maximize efficiencies, improve knowledge transfer, reduce
—duplication of work, remove have’s and have nots, and

%/gtreamline processes and services (like an airport).

S Info-Tech Researc

h Group



Collaborative Example — Recipes for Success

Detailed business case/proposal with 5 options was presented
to the IT governance committee

Business case included:

« Benefits and drawbacks for each option
« Alternatives and analysis
Cost for each option with live guotes

Return on Security Investment (ROSI) for the service

Info-Tech Research Group




Collaborative Example — Recipes for Success

ROSI for this service has been calculated:
We know conducting phishing exercises can be linked to providing real value and
dollars back to the business with an increase in work productivity and security.

It costs IT, at a minimum, hard dollars per user (based on avg salary and
employee cost and lost productivity time) to wipe an infected PC and reset a
compromised phished account.

During a prior social engineering test, we have a demonstrable measured click
rate for all end users. The resulting costs of lost productivity and the wiping of
an infected PC would have amounted to a 3,331x difference notwithstanding
costs of a potential breach. If we add counties to the mix, this number is
doubled. Factoring in an estimated annual cost for the service, results is a
minimum annual ROSI of 700% positive ROSI. This is well worth the ~$190k
‘nvestment to train end users and reduce the overall hard costs to the business

i
7/assouated with phishing attacks.
///’ Info-Tech Research Group




Final Thoughts

What can we expect going forward?

 Much more cyber crime. Attacks will get much more sophisticated &
targeted.

« Sophistication of attacks
« Higher frequency of breaches and advanced malware attacks

\\ ¢

It's not a matter of " 1f~ but ‘'when.”

— The focus MUST be on people, cyber hygiene, culture, strategy,
—‘4{:; risk awareness and ‘resiliency’ (keeping the business running)
% Bmldlng Relationships and Collaboration is the Recipe for Success
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Incremental Progress Comes With a
Collaborative Approach

Info-Tech Research Group




Thank you!

For information on Info-Tech's
products and services, please
contact:

Erik Avakian
eavakian@infotech.com

INFO~TECH
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