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Speed: Criminal Breakout Time
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SPEED

The Adversary
is Faster!

Aftack Trends

COMPLEXITY
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Signatures
Don’t Work!

THE SHORTCUT

Stolen
Credentials



Speed: Evolution of Criminal Breakout Time

eCriminal Breakout Time in 2018 eCriminal Breakout Time in 2021 eCriminal Breakout Time in 2022

https://www.crowdstrike.com/resources/reports/overwatch-threat-hunting-report/ i \
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Complexity: Malware versus Malware-Free Attacks
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Complexity: Malware versus Malware-Free Attacks
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DBIR

Data Breach Investigations Report
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The Shortcut:
Stolen Credentials

Compromised Credentials is the
Most Common Cause of a Data
Breach

80% of breaches of internet-facing
systems due to stolen credentials

~30% Increase in Stolen Credentials
since 2017

2022 Darta Breach Investigations Report

https://www.verizon.com/business/resources/reports/dbirf



The Shortcut: Stolen Credentials
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The Shortcut:
z B Stolen Credentials

Average Asking Price for Top 10 Targeted Sectors
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Top 10 Targeted Sectors
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https://www.crowdstrike.com/blog/access-brokers-targets-and-worth/



Challenges Faced by
Local Governments



Local Government Challenges:
Ransomware and Data Extortion

TLP:WHITE

indusirs Notification

FEDERAL BUREAU OF INVESTIGATION ¢« CYBER DIVISION

30 March 2022

Ransomware Attacks Straining Local US Governments

PIN Number . .
and Public Services

20220330-001

o/
Top Government Targets:
82% increase in ransomware Academia
related data leaks in 2021 Local Governments

reportfed by CrowdSirike 2022 reported by the FBI 2022

2023 CrowdStrike, Inc. All rights reserved.



Local Government Challenges:
Difficulty Obtaining Cyber Liability Insurance

In 2020 Cyber Liability Insurance Companies Lost Money

A $$$% =©
Many Are Denied Premiums Went Key Security Controls
Coverage Up are Vdlidated
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Local Government Challenges:
Cybersecurity Workforce Shortage
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National level

TOTAL CYBERSECURITY JOB OPENINGS ©
Il TOTAL EMPLOYED CYBERSECURITY

WORKFORCE ©




The Way Forward

- Funding / Partnerships

-  Ransomware Prevention and Cyber Liability Insurance

- Solving the People Challenge



South Carolina: State and Local Cybersecurity Grant Program

South Carolina PO. Box 21398
Columbia, South Carolina

Law Enforcement Division 99221-1398

Henry D. McMaster, Governor i o
A Tel: (803) 737-9000
Mark A. Reel, Chief

Municipal Association of S.C.

S.C. Association of Counties

County Administrators

City Administrators

SCCIC Government Sector Members

FROM: Chief Mark A. Keel
DATE: November 21, 2022

RE: State and Local Cybersecurity Grant Program (SLCGP).

This document serves to update eligible state and local entities on the progress of the State
of South Carolina’s application for the State and Local Cybersecurity Grant Program

(SLCGP).

More Information: https://www.sled.sc.gov/homeland#grants

Next Steps:

Cybersecurity Planning Committee
to write and submit the statewide
Cybersecurity Plan - SLED deadline
2/28/2023

Upon DHS plan approval SLED will
send an application proposal
package to all entities that have
provided their contact information
to SLED (rconnell@sled.sc.gov).

Committee will review application
packages, recommend and
distribute grant funds.



Whole of State

Cvb '
ybersecurity IN WHOLE-OF-STATE CYBERSECURITY,

COUNTIES ARE NOT ONLY ONE PIECE
OF THE PIE

gt L DECEMBER 12, 2022, 1:00 P.M. TO 2:00 P.M.

Whole-of-State Cybersecurity Gains

Ground in Government ¢ GOVERNORS

ASSOCIATION

Governments are embracing a larger role in collective
cybersecurity, creating cross-jurisdictional partnerships to make

states, cities and countie mor secure. ‘ oabemovemerzom.Adamsmne 2022 Nation al summit on
= — State Cybersecurity

North Carolina provided a case study of its
whole-of-state approach and explained the efficacy
of confronting the cyber threat in coordination with
state and local agencies, the critical infrastructure
sector, private companies, academic partners,
hospitals, and other key stakeholders.




Ransomware
& Learning From Others



State of Colorado: Ransomware Impact Reduction
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Stafe of Colorado: Reducing Privileged
Security Controls Implemented Access

Q @ Two-Factor Authentication
) Deployed
-
[ Security Tools Standardization
Security Policies Tightened
Across the State

CrowdStrike Endpoint Detection and
C}i}) Response (EDR) Fully Deployed

Across all Agencies




Ransomware Prevention and Learning from Prior Incidents
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CULTURE OF
CYBERSECURITY

Community
awareness and
practice are key to
healthy
cybersecurity;
Engage your
execs & boardina
risk-based cyber
program

ROLL IT OUT,
TURN T ON

Secure all of your
tech
infrastructure;
Enable
prevention
capabilities,
properly integrate

BE VIGILANT &
READY TOACT

Beyond
technology,
match defenders
and adversaries
24X7x365,
leveraging 1-10-
60 rule

PROTECT YOUR
IDENTITY

Use mulfti-
factor for all
accounts,
protect service
and admin
accounts,
adopt zero trust
approach

g2y

CONTROL
REMOTE ACCESS

Refrain from
exposing SMB
and RDP ports to
I EIE (R E
restrict remote
access tools

PRACTICE GOOD
HYGIENE

Control software,
eliminating
unneeded
software, keep
up-to-date with
latest patches



-> C 0O & https://www.cisa.gov/stopransomware
C I SA EE=— Anofficial website of the United States government  Here's how you know
STOP
R RANSOM
ansomware WARE

Recommendations

cisa.gov/stopransomware

LEARN MORE
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Protection and Services K-12 Resources Preparation
Response

Ransomware is a form of malware designed to encrypt files on a device, rendering any files and the systems that
rely on them unusable. Malicious actors then demand ransom in exchange for decryption. StopRansomware.gov
is the U.S. Government's official one-stop location for resources to tackle ransomware more effectively.



https://www.cisa.gov/stopransomware

Attaining Cyber Liability Insurance

Top cybersecurity controls are the key to risk mitigation,
resilience, and insurability

Multifactor
authentication
(MFA) for remote
access and
admin/privileged
controls

Cyber incident
response planning
and testing

@ Marsh

Endpoint
Detection and
Response (EDR)
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Cybersecurity
awareness
training and
phishing testing

Secured,
encrypted, and
tested backups

Hardening
techniques,
including Remote
Desktop Protocol
(RDP) mitigation

Privileged
Access
Management
(PAM)

R

Logging and
monitoring/
network
protections

Email filtering
and web security

N7

End-of-life
systems replaced
or protected

e,

.

Patch
management and
vulnerability
management

B

Vendor/digital
supply chain risk
management




Overcoming the People Challenge

Consider Upgrade your security technology Consider non-
Strategip Al / ML / Human Expertise traditional
Partnerships Cloud-based Internships to find
for necessary the right fit
expertise
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Thank you!
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