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About Us

IT professionals working in 

the IT Managed Services 

Provider (MSP) space to 

deliver value to clients



Infamous Quote

-SC Governor Nikki Haley

Discussing SC DOR breach of 3.8 million 

identities

There are two types of 
companies in this 
world: those that have 
been hacked and 
those that will be.







Ransomware in Government

66% 22%

Hit by 

ransomware in 

the last year

12%

Not hit by 

ransomware in 

the last year, but 

expect to be hit 

in the future

Not hit by 

ransomware in 

the last year, and 

don’t expect to 

be hit in the 

future



Ransomware in Government

66% 34%

2021 2020



HillSouth Event
A timeline of events01



Saturday, 

April 9, 2022



What Happened?

Important files on your network was ENCRYPTED and now they have "4daaffb" extension.
In order to recover your files you need to follow instructions below.

>> Sensitive Data

Sensitive data on your network was DOWNLOADED.
If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.

Data includes:
- Employees personal data, CVs, DL, SSN.
- Complete network map including credentials for local and remote services.
- Private financial information including: clients data, bills, budgets, annual reports, bank 
statements.
- Manufacturing documents including: datagrams, schemas, drawings in solidworks format
- And more...

Samples are available on your personal web page linked below.



Samples are available on your personal web page linked below.

>> CAUTION

DO NOT MODIFY ENCRYPTED FILES YOURSELF.
DO NOT USE THIRD PARTY SOFTWARE TO RESTORE YOUR DATA.
YOU MAY DAMAGE YOUR FILES, IT WILL RESULT IN PERMANENT DATA LOSS.

>> What should I do next?

1) Download and install Tor Browser from: https://torproject.org/

https://torproject.org/


Weekend Priorities

Secure Systems

Restoration Communications

Repair as remotely as 

possible

Restore servers from 

backups

Stay ahead of the 

hackers

Remove ransomware 

software

Determine what other 

tools have been 

deployed

Contact customers 

proactively & reactively 

respond



Scripting against our attackers

ScreenConnect Client (2d26cc88d1fa81eb)
ScreenConnect Client (461c93936157c3a2)
ScreenConnect Client (3d9ea22063498b54)
ScreenConnect Client (461c93936157c3a2)
ScreenConnect Client (2d26cc88d1fa81eb)
ScreenConnect Client (461c93936157c3a2)
ScreenConnect Client (3d9ea22063498b54)
ScreenConnect Client (3302dd200fcf6a0e)
ScreenConnect Client (6ef3ee57ab8b50a6)
ScreenConnect Client (14131755237f3ae1)
ScreenConnect Client (1dce768ee06e8f0d)
ScreenConnect Client (adf02e34cba839d2)
tsd-setup.exe



Sunday, April 11, 2022

Vectors

• Scripts

Restoration

Report to IC3

Initial Vendor Response



Quick Stats

Workstations 

connected and 

managed

servers

Inside HillSouth’s 

datacenter

1700
180

75%



Monday, April 12, 2022



Tuesday, April 12, 2022



Friday, April 15, 2022

DDoS



Monday, April 18, 2022

Client E-Mail 

MFA



Response to Event
Who, what, when02



The Cyber Response Team

Cyber privacy attorneys

Project managers 

Mullen Coughlin

Cyber ransom 

negotiation experts

CoveWare

Cyber forensic auditors

Kroll

State & Federal interest 

exists in all levels of 

cybercrime

Law Enforcement

     

    

    





We deployed Kroll’s 

utilities across our 

enterprise & clients’

Additional Eyes

We triaged alerts 

together looking for 

suspicious activity

Alerts

Massive amounts of 

data were transmitted

Intelligence

Final report sent to 

our interested clients

Analysis



Initial Timeline of Notifications

Notice to all 

clients: datacenter 

outage
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All clients: 

continued 

outages

Healthcare clients: 

HIPAA Security 

Incident

All Clients: 

Explanation of 

events & action 

plan



Cyber Crime & 

Law 

Enforcement



5.20.2022



HIPAA Considerations

Incident: … an 

attempt (successful or 

not) to gain access to 

… data

Breach: a loss of data



Disclosure Roadmap

Follow the HIPAA 

Ransomware guide

Assessment

Is there evidence of data 

loss or access inside our 

system?

Data Analysis

State and or federal 

disclosure

Disclosure

How sure are we about our 

analysis?

Decisioning



South Carolina Breach Notice

• Employee records

• Financial records

• Anything identifiable 

that is bankable

S.C. Code § 39-1-90



Lessons Applied
03



HillSouth’s Changes

MFA – clients & vendors

Overhaul Endpoint Security

Reset all passwords

Rollout desktop protection suite

Vendor overhauls



Workstation Protection System

Detect & log local 

administrator logons

Logon monitoring

Isolate the PC from network 

if compromised

PC Isolate

Unusual file copy, delete, or 

overwrite locks the system 

down until confirmed

Early Warning Isolate

Suspicious clearing of log 

files and new hidden apps

Event Log & App 

Data Monitor



Insurance Questions

These are growing

Exclusions

How much is enough for 
state/federal laws?

Notification Costs

Ultimate get out of jail?

Ransom Payment

How long Will the
Business suffer?

Lost Revenue



Cyberinsurance in Healthcare

46% Have policy exclusions

78% Have cyber insurance



Cyberinsurance Challenges

51% Higher level of cybersecurity needed

45% Policies are more complex

48%
Fewer companies now offer cyber 

insurance

46% The process takes longer

34% It’s more expensive



Cyberinsurance Effecting Change

97%
Have changed 

cyber defenses to 

improve insurance 

position

52%
More 

training/ 

education

66%
New 

tech/services

49%
Changed 

processes



Conclusions
04





Our Lessons Learned

01
Data exists in more places 

than you’re presently 

backing up
04

Look out for command and 

control 

applications/discovery apps

02 Cloud to cloud backups are 

still necessary (& cheap) 05 MFA everything – with no 

exceptions

03
You need less Admins than 

you have today 06
Plan for the worst and 

practice if you can



Recommended Resources



Threat actor

TA

Indicators of Compromise

IoC

Ransomware as a Service

RaaS

1

2

3

Command and Control [server]

C24



KEY 

TAKEAWAY



Thank 
You

(843) 432-4010

robby@hillsouth.com
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